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The CFAA and Aaron’s Law
by James Juo

The Computer Fraud and Abuse Act
(CFAA) is a computer trespass statute
that has been called “one of the broadest
federal criminal laws currently on the
books.” 1 Congress enacted the CFAA in
1984 to criminalize the hacking of
computers in connection with national
security, financial records, and government property.2 But the CFAA has been
expanded a number of times since then.3
For example, in 1994 the statute was
expanded to allow private entities to
assert a civil cause of action and obtain
compensatory damages.4 In 1996, the
CFAA was further amended to expand
the class of protected computers to include any computer “used in interstate or
foreign commerce or communication.” 5
In the space of a dozen years, the scope
of this criminal statute has gone from a
limited set of protected computers to
possibly every computer in the United
States connected to the Internet.6
The CFAA prohibits “access without authorization” and “exceed[ing]
authorized access” to a protected
computer.7 But the CFAA has been
called “remarkably vague” on this point.8
The Story of Aaron Swartz
Calls to reform the CFAA have increased
significantly after the tragic death of
Aaron Swartz.
At age 14, Aaron was working with
leading technologists to craft open
standards such as the Really Simple
Syndication specification for sharing
information on the Internet.9 He then
helped Lawrence Lessig with Creative
Commons, a company that promotes the
use of simple, standardized copyright
licenses that give the public permission
to share and use creative works.10 At age
19, Swartz was a founding developer of
Reddit, a widely-used social news website
where users can post news links and vote
on them.11 Swartz later became a
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political activist for Internet freedom and
social justice issues, and formed the
advocacy group Demand Progress.12
In late 2010, Swartz allegedly
attempted to access and rapidly
download a large number of academic
articles from JSTOR (or Journal
Storage), a nonprofit organization that
provides a searchable database of
digitized articles archived from academic
journals.13 Libraries and universities pay
a subscription fee for access to JSTOR,
where its Terms of Service prohibit
downloading or exporting documents
from JSTOR using automated computer
programs.14 JSTOR also uses technical
measures to prevent such automated
downloading.15
JSTOR declined to pursue legal
action against Swartz after he turned
over his hard drives which contained 4.8
million JSTOR documents.16 But the
federal government charged Swartz with
violations of the CFAA.17
A computer expert for the defense
asserts that Swartz did not “hack” the
JSTOR website under any reasonable
definition — Swartz did not use
parameter tampering, break a
CAPTCHA gate, or do anything more
complicated than automate a process
that downloads a file in the same
manner as clicking “Save As” from a
browser.18 Whether this defense would
have been successful is questionable
because the CFAA prohibits more than
just traditional hacking.
With criminal charges hanging over
him for a year-and-a-half, Swartz was
offered a plea bargain requiring a felony
conviction, under which the government
would recommend a six-month prison
term (although his defense counsel could
argue to the judge for probation
instead).19 The government would not
back off its demand for jail time.20 Faced

with this dilemma, at age 26, Swartz took
his own life in January 2013.21
Aaron’s Law
In the wake of Swartz’s death, there have
been several proposals to amend the
CFAA. In June 2013, Rep. Zoe Lofgren,
D-CA, introduced a bill titled “Aaron’s
Law Act of 2013” to reform the CFAA.22
The bill would eliminate the “exceeds
authorized access” language from the
statute and define “access without
authorization” to mean obtaining
information on a protected computer
that the accesser lacks authorization to
obtain by circumventing one or more
technological measures that exclude or
prevent unauthorized individuals from
obtaining or altering that information.23
“The proposed changes make clear
that the CFAA does not outlaw mere
violations of terms of service,” but
would prohibit “bypassing technological
or physical measures via deception (as
in the case with phishing or social
engineering), and scenarios in which an
authorized individual provides a means
to circumvent to an unauthorized
individual (i.e., sharing login
credentials).”24
Notwithstanding the bipartisan support of Rep. Darrell Issa, R-CA, and Sen.
Ron Wyden, D-OR, it may be a lengthy
political journey for these legislative proposals.25 Congress rarely scales back
criminal laws,” according to Tim Wu, a
professor at Columbia Law School.26
Proposals to narrow the scope of a criminal statute often also include provisions
for increased penalties to avoid a softon-crime label.27 “To be successful, (the
effort to pass Aaron’s Law) will likely
take substantial time and require sustained and intense support from all of
you,” according to Lofgren.28 Time will
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tell whether momentum will be sustained for Aaron’s Law to become law.
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